ANNEX L ( OPERATI ONS SECURI TY) to TRADOC Mbbilization and
Qperations Pl anni ng and Execution System 1-97 (TMOPES 1-97)

REFERENCES:

JCS Pub 18, Policy, Concept and Standards for Operations
Security.

JCS, Operations Security Survey Planning Guide.

AR 530-1, Qperations Security.

TRADOC Pam 525-6, Operations Security - Doctrinal Guide-
lines for Tactical Units and Trainers.

1. S| TUATI ON.
a. Eneny Forces. See ANNEX B, Intelligence.

(1) Signal Intelligence (SIA@NT). The SIGANT threat is
present in the capability to nonitor wire and radio traffic on
unsecure nets. The nost critical risks to the security of
operational information are the conmercial tel ephone system and
voi ce radi o tel ecommuni cati ons. TRADCC uses these net hods of
communi cation daily for transmtting UNCLASSI FI ED i nf ormati on
relating to mlitary operations, plans, weaknesses, strengths,
speci al projects, and ongoing support to all |evels of
nmobi | i zati on.

(2) Human Intelligence (HUMNT). The HUMNT threat is
present. Espionage agents devel op accurate and tinely data
concerning forces; their |ocation, deploynent, posture, and
capabilities. HUMNT threats are present in the information
avai l able fromthe | ocal popul ation.

(3) Electronic Warfare (EW. EWis a threat to
operations in that two techniques can result in conprom se of
data. Jamm ng creates confusion and di sorder by breaking down
nor mal conmuni cati ons channels, thereby revealing alternate
frequencies or forcing communi cations into | ess secure nodes.

El ectroni c deception destabilizes various el ectronic neans of
comuni cations by altering or sinulating friendly el ectromagnetic
em ssi ons.

(4) Imagery. The grow ng capability of inmagery,
obtained by satellites, aircraft, and other Photo Intelligence
(PHOTI NT) platfornms, presents a substantial challenge to deny
information to any potential enemy, and increase the difficulty
of successful deception.

(5) Open Literature. A potential hostile eneny can

exploit news nedia and technical publications. This threat is
the nost difficult to control and divulges information as to
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operations |l evel and success of any level of nobilization.
MIlitary conmuni cations that are normally UNCLASSI FI ED, such as
weat her and flight plan traffic, obtained by overt neans, also
furni sh an opportunity for hostile intelligence.

b. (U  ESSENTI AL ELEMENTS OF FRI ENDLY | NFORMVATI ON ( EEFI) .
The follow ng EEFI are applicable at all levels of command. Use
the informati on as a guide to devel op supporting EEFI plan.

PROTECTI ON REQUI RED DURI NG

SUBJECT REQUI RI NG PLAN PREP EXEC PCST
PROTECTI ON PHASE PHASE PHASE PHASE
1. Locations, defenses, and/ X X X X

or vulnerability of key U S. HQ
comuni cations centers, |ogistics
depots, and alternate headquarters.

2. ldentification, strength, X X
and readi ness of augnentation

forces available for immedi ate

depl oynent / enpl oynent .

3. Capability of augnentation X X X
forces to support sustained
nmobi | i zati on operations.

4. Time to comence X X
effective nobilization operations.

5. Long-haul communi cations X X
support which is unique to the

oper ati on.

6. Locations, techniques, X X X X
capabilities, |limtations,

and effectiveness of supporting
SI G NT and ELI NT prograns.

7. Structure, |ocation X X X X
capabilities and limtations of

U.S. intelligence collection

resour ces.

8. U S intelligence X X X X
collection requirenments and PIRs.
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9. Effects of eneny mlitary X X X X
activities and operations on
U.S. command and control systens

PROTECTI ON REQUI RED DURI NG
SUBJECT REQUI RI NG PLAN  PREP EXEC  POST
PROTECTI ON PHASE PHASE PHASE PHASE

and | ogi sti cs.

10. Vulnerability of U S X X X X
installations to sabotage and
penetration.

11. Vulnerability of X X X X
TRADCC installations to air and
m ssile attack.

12. Area of primary X X
responsibility for U S. forces.

13. Evacuation of U. S.
nati onals and selected |iens. X X X

14. Mlitary assistance
i n support of evacuation of U S. X X
national s and sel ected aliens.

15. Deception objections, X X X X
stories, and net hods.

16. Counterintelligence X X X X
operations for identifying

and neutralizing eneny espionage,

sabot age, and subversive activities.

17. Al aircraft/ship X X X
operating | ocations.

18. Al aircraft operating X X X X
capabilities.

19. Characteristics, capa- X X X X
bilities and limtations of U S.

of fensi ve and def ensi ve weapons

and systens.

20. Training base expansion X X X X
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l[imtati ons/deficiencies.

21. MOBSTA troop lists. X X X X

PROTECTI ON REQUI RED DURI NG

SUBJECT REQUI RI NG PLAN PREP EXEC POST
PROTECTI ON PHASE PHASE PHASE PHASE
22. PCE/ POD. X X X X
23. CONUS noves. X X X X
24. Consolidated unit listings X X X X

c. Friendly Forces. (See basic plan)
d. Assunptions. (See basic plan)

2. MSSION. On order, TRADCOC enpl oys operations security
(OPSEC) during all phases of support to operations, contingencies
and |l evel s of nobilization, to deny potential enenies sensitive

I nformati on.

3. EXECUTI ON.
a. Gener al .

(1) Definition. Operations Security (OPSEC) actions
protect mlitary operations and activities from conprom se by
I dentifying and subsequently elimnating or controlling
intelligence indicators susceptible to hostile exploitation.
Oper ati ons enconpasses all activities of Arny organizations,
i ncludi ng; nobilization, deploynent, adm nistration, personnel,
intelligence, security, conmmunications-electronics, planning,
training, operating, logistics, and civil-mlitary functions.

(2) OPSEC objective. Preserve the advantage of surprise
and enhance the probability of successfully acconplishing the
m ssion. "Security" in this context relates to protecting
friendly forces fromsurprise attack by the eneny and using the
el enents of surprise against the eneny. Security includes
activities that protect operational information and prevent the
eneny from using successful counternmeasures, organi zing prior
know edge, or obtaining prior know edge of friendly operations.
OPSEC pervades the entire planning process and renains a
conti nui ng concern throughout the operations and during
critiques, reports, press releases in the post-operation phase.
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b. Tasks. HQ TRADOC and subordi nate commands and
I nstall ati ons:

(1) Inplenment plans and procedures | AW OPSEC directives
(JCS Pub 18, AR 530-1).

(2) Devel op appropri ate/ applicabl e EEFI

(3) Develop and inplenment counterneasures appropriate
for the threat and EEFI

(4) Brief personnel on the threat and EEFI

(5) Task supporting physical security, signal,
security, and counterintelligence organi zations to nonitor
operations to identify OPSEC weaknesses, assess the inpact that
any security breaches could have on the execution of operations,
assess the possible conprom se of plans, and recommend corrective
action.

(6) Brief units at the Mbilization Station (M) about
| ocal threat and counterneasures upon arrival to the M.

(7) Integrate OPSEC awareness into the training
schedul es of nobilizing and depl oyi ng units.
4. ADM NI STRATI ON AND LOG STICS.  (See basic plan).
5. COWAND AND SI GNAL. (See basic plan).
HARTZOG
GEN

OFFI CI AL:

BAKER
Director, QOperations
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